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ABSTRACT

Tte Nawonal Enforcemient [nvestgations Center (NEIC) of the
U S. Environmental Proteetion Agency's {US. EPA} Gtfice of
Eoforeement and Compliance Assurance {OECA) canducis civ)
aid criminal covirommental investigations in parinership with
other fcdeml, stale, and local law enforcement agencies. NEIC
crnploys & unigue and innovative approach in these invest gutions
that ensures regulatory and stafulory requirements are met
NEIC's oulticisciplinary approuch invaves merging analytical
chemislry, environmenial saence, engincering, and elevronic
data analysis with civil and criminal law enforcement.

This poster addresses NEIC's cxpericnce, specifically in
Iaboratary fraud investigatioms. Labomtory fraud investigations
targel the accuracy and truthfulness of rcporting environmental
dale. Dat integrity is a comerstone for environmental
campliance and enforcement und is cssential 1o the praiection of
public health and (he enviromnent.

NEIC's multidisciplinary approach in fedeml, state, mnd local
covironmwntal investigations has been successfully applicd across
the couniry om criminal and civil daw labomlory friud
investigations invalving:

v Plasiics industries

v Petroleum industrics

+  Putrochenscal industres

+ Eavironnecolal recycling operations

+  Aralytical laboretories memtonng indusiry

LABORATORY FRALD INVESTIGATIONS

Recently, NEIC has been wiing an innovative approach in these
investigalions by merging clectronic data analysis techniques
with analytical chemisiry. NEIC scientists and engineers have
investigated laboretory fraud and false reporting al labarztories
that use Labomtory Infermmtion Management Systems (1.IMS).

lu Leboratory (mud investigations, NEICs Electonic Duta
Anulysts (EDA) clecuomcally bmage LIMS systems using
clecironic dnta seizure mud recovery techuiques. The LIMS
sysiems and labomtory nstruments are recreated in NEIC
Elecirenic Data Andlysis Leboratory (EDAL).

By combining the skills of expen chemuists and engineers i
specific envirommental disciplines, with canpur personnet
specifically crossed tmined in reluied spplications, NEIC has
pravided criical support on a nwober of successful, camplex
cases.
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Electronic dala analysis has been used to examine laboratory
computer information management systems, which are used 10
track samples, imes, analysts, data reduction and quality control
information esscnual 1o labomiory recordkeeming and sample
reporting. [nformation has been obtined which showed patlerns
of fraud including:

¢+ Chooging dawes und times of sampling and unalysis.
» Comnpuler algorithms which generate false deia.
» Other clecromic nanipwatons.

Seized data Hles have been “played buck” on bench syslems set
up at the ENAL in Deuver Lo indicate paieras of fraud.

Casite cowpuater and instrumentation &t a fucility way be
“iypsient.”  Jo sevemed recent eases magistmies have wlowed
government investigators to operatc company owned cqupment
to demonstrale nn anifice of fraud  In other cases, clecironic
data downloaded from systems has been “deployed” an sysicins
procured and assernbled at the EDAL in Denver.

CRIMINAL INVESTIGATION OF KEYSOR CENTURY
CORPORATION:

The (cderl search warmant involved more than 80 agents,
investigators, imspeclors, and other regulatory persomnel.  The
federal, state, and locel agencies included EPA-NEIC, EPA-CID,
EPA-Superfund, FBI, South Const Air Quality Management Distnel
(SCAQMD), Public Warks, Celifomia Deparunent of Toxic
Substances Contral (IDTSC), Los Angeles City Haz Mat, and LA
Sanilaion Dismict. A criminsl search warrant resulied in scizing
docwnents, camputer imaging, cmployee interviews, regulatory
inspcclion, and in-depth investigaion of their compulerized
Continuous  Emissions  Moniloring  Sysiem /  Envirommental
Laboratory. Discoverjes include a dunp sitc comsining friable
asbestes, labotatory (ulsificetion, and incrimiveting e-mmils The
prosceution was able [0 prove the company’s conduct was will(ul,
knowing, and intentioaal, mid proved endungerment of human health
und covircunenl.

Federal & SCAQMD Regulations Violated
STATE OF CALIFORNIA
»  AQMDRule 1163 - Cantrol of Vinyl Chloride Rmissions

< AQMDRuie 117¥ - Contal of VOC Leaks & Relcases

+ AQMDRule 1403 - Askestes Emissious (roim Demwlition/
Renovalion Projects

+  AQMD Regulation XX - RECLAIY Requircmenis
FEDERAIL

» 40 CFR Part 61, Subparnt F - Natiooal Emdssion Standard for
Yinyl Chlerde

» 40 CFR, Purt 61, Subpart M Natienal Emission Standard lor
Asbostos

»  Misc. Recordkeeping and Permit Condihon Requinements

CASE EXAMPLE: SCCCCESSHLUL LAB FRAUD
INVESTIGATION

KEYSOR CENTURY CORPORATION - SALGLS, CA
*  Long linx leader in the tranufacliue of long playing record
albums
+  Branched out (o produce:
- Resins used in {loor tiles
- Credit Cards
Maolded plastic bottles
»  Manufacturing process cimits vinyi cbloride

- Polyvinyl Chlaride
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ALLEGATIONS - KEYSOR CENTLRY

CORPORATION
Falsilied:
Federn] and Stulc Emissions’ Momwloring Reports
Reuclar opening loss dala
- Viny! chloride worker caposure eards
Un-reported excess emissions relerses and
breakdowns
1llegal dumping inlo ity und counly storn <rain
sysiems
Acctaldehyde by-product disposal
Automaled Falsification
- High values identified
- Random number generated
- Original dala overwniien
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